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^Si^mm^ { ^m^m : software, systems and methods for MANAGI55G 
A DISTRIBUTED NETWORK 

Software, systems and methods for managing a distributed network 
environment including a plurality of computers interconnected by a ner^vork link, where 
at least some of the computers include a layered communications protocol stack for 
providing a data interface bcrwcen an application program and the network link, the 
communications stack having a rrajispon protocol layer for providing an end-to-end 
communications connection. The invention includes a control module and a plurality of 
agent modules, each agent being associated with one of the computers and adapted to 
d^Tiamically monitor the associated computer at a data transmission point between an 
application program running on the computer and the transport protocol layer and 
repeatedly communicate with the control module in order to effect management of the 
distributed network system. 
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The invenied sofuvare. systems and meihods may also 

include a inessaging feature for providing users, IT personnel, or various manaaemeni 
systems with infonnativc messages concerning network condirions and network 
resources. 
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m^ijj mm » m 'mm^jij tcp/ip mmz^^nm 
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i ^ ^mtm ( 3 ) 

m^^mm^'Mmmm^^ ° qos %~m^m ' 

^ mm ^ ^mRm^mmm^mm ' ^-^m^ps^^tk 
^;tSfg ° Qos ;^^£"5j$n^MtfX^iysi^l^^jp 

mm ^ mi^M:m9bmm^^^\^j.R^^&i]i9mijW: » «^ 
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i ^ i^mtm ( if ) 

mmm ° osi ##tiM > gp$nii i ° ^ osi 

tisynM^M • 7 M) ^ mMMim e m) ^ ^mm 

imsM)^ mmmim 4 m) ^ mmmim 3 m) ^ mmm^mi 
m 2 m)^m^m{m 1 ») » Mm-s±g^s#^=P:^ 
TCP/IP m^MiM » ^#it»^^!§jiffi ^ mm^m^^mm 
mmm:mm. « sp^nn 1 ° tcp/ip M;^^?^tgt4;^ 
® RTfitEJ^ OSI ' " ^m.mn 

e^n6<jigcmi4^ss^im QoS i^wMn^m^^mm 

^W(IP 3l5^i{i±[i: > IP mm^it ^ IP ' TCP/UDP 

^ ^ TCP/UDP ° 5l^#MRlfi^fe^M6U^5t^^ 

^mwi% " imzmm^^mm qos 
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v^m ( ^ ) 



mm'^mmm > ^mf7mM^mn.i^mm qos ° m^m 
ffl 1 ^- osi m TCP/IP ^m^w,^mmzm±.^mm 

ffl 6 n-'mmmm:^mm^M:wfmmm • ^fts^^ 
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i ^ ^mtm ( (> ) 

ffl 8 ^isat-iis^#B^^:i,i+^^a . ^ixmmm 

m iiA mjS2it-^M^:$^Hj . ^i^mm^mm^mm 
II iiB mmm-'mm:$^^m » ;^j;i.5^it#«ii43|gg 
ffl lie mmM^-mm^mm > >^i'M>if^^#«ii43ies 
II iiD :^^S2It-^s^2^^HJ . mi^mm^mm^mm 

II 13 mmm-mn^mm ' MS^^^/>fflfMj^6ij±ia 

ffl 14^|fi«|^^i>ffi^^6^:B-IM^^^^;$:liji^ 

ffl ° 

ffl 15 miMS^^^fflfl5^fiU3^^-|M||^^^^;^i| 
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170 m^i^ifrmm. 
172 m^^mmifim 
174 m^^mm 
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i ^ ^imtm ( lo ) 

«ii 22 mm^^pmmm > tsitb^isj^^M 24 m^m ° 
it^fHiM^ ^ mmn^^m ^ mi^mmm ^ www m^^m ^ 

mmm - 'i&m^'jy^^M^mm 3 ^mm^m. 40 i^i^ii^tm 

mm " mmmm'^mw--'m^^mmmm <> 

3 ' jitiEiii^ma^ 42 %mmmmhitm 44 
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i ^ imtm ( II ) 

) ' -^nmmm^ 42 ^ifrai^s > i^sfj^^^^sft^aucfn 

mnmm'M§mmm^m^mm 48' 42 

mffl;^«^|S|J§^ " m ROM 48 ®i^lt^W-«:^tfA/fiiim 

mmmmw^m^mmTtmmmmm ° 50 
mmnmmmm 44 > m Ri^s^KiH^ji^ <> ^ii^^3^# 
#^B«T:^-i!^i^iH^^ ^ 1^^^^^ ' CD-ROM ^mm 

mm^mm • 52 /:r^fs^^r^^ffiMgp 44 » nj^ft 

40 m^^^-isM5^^E^L^^ 44 mmfr^ 

^^^^s^fij^ 54 "^mmm-w^m^^mm^iMDA) ^ 

-^^mi^mm-^mm^m^mfr^mmmm ° ^^^^ 

mmnm^mTjk^m " mm^^mm'^m^^mmm^ 42 m 
mmm^^mmmm 54 mm^mmmmmm > Mi5f^msi 

-MMiA^B 56 ' ^^m^jtmmmnmmm ' -is 
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i ^ ^mtm ( !^ ) 

^sif «^ •> B 1 ^mmmmm osi ^^-M^^m^^iM » j^^s: 
fia TCP/IP m^Mii;^^M5^tisy ° ^Maiiiy^^^^ 

fmmm^mm.m ° mm tcf/i? ^w.mm'^^Mmm ^ « 
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fHjssigi^^g . m^mMnmrnm dns f^ig^ - mmmM 
22 mnmm 20 ^ira^tf-^^H^ > M4r^#fts# 70 m 
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-5- ^ ^^mnm ( n ) 

mi^j^m-WM^ ' mtiu'ik^^^^m 5 ^ n - 16 mm-^w 

it^tiji^ 72 iaf^s# 70 "^m^mmmii^m^W't^^ 

mt^^^mm 4 • n^^mmm^u^&^mm^ 72 nj 
f^m^M5ii^;^ffl ' mmmnmmmm 20 au^gji^iy^ 
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5!t;^:.^M^M-^iP5^^P^it^^g 22 fiUf^s^ 70 « 

^1^^ ' m'^mmmm 72 ^sms^ ° mmm:^'j>mm^ 
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i > i^mttm ( It ) 

mm 72 RiMi5^^ig(mMiii±fci^^^3^i^f^s^ 
70° ^f^s# 70 :Rmi^m n ^mtmmm^mmmm > 
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i ^ ^mtm ( IT ) 
^m^immmmi^mmmwMi^mm^mmmit. • mum 

m ' ^^n^mmmmmi- ip mmmmMm&^j^^mmm 
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3- ^ ^^mtm ( is ) 

mmm ' ^Mit^ ip ^f^^i^ts tih ^ ip @ e^fiit > url ^ rt^ 

sfiiis'j^i ^ Bmmm ^ mmmm ^ mmnm ^ mmxu 

URL mm-^ ^ ^Mmmmmimmm^WLmmmm>^ ^ 

^^M-iP5i5^!^f5&- IP @6<jf3£iih ^ ^ ^ 
^ mmmwm ^ m.mmmmm ^ ^F^mmmnm url » ^ 

wm ^ m^mmmm ^ ammm ^ mmmm ^ mmnm ^ 
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i ^ ^mtm ( I? ) 

Qos ^mm^ij^mn^^^^m ° ^*]^^f^s#iiii 

» mm^^^^mi^mnrnmrnm^mnm > M^^f«] it a 
Sfj(vpN)j mm ipsec ' 3i5:^Mio^^iijtgj^:^s^ft&^^ 
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i > ^^mtm ( ^ ) 

ip$nw 6 ' i^mm lo i^sift^mnmmm^ 122 

92 &^mmM 124 ° a^i^3^ ' :$^mm^ixm^m 
m-^mnmfjmu osi ^ tcp/ip 5<^amiiM;^^M^^aiJi 

0^;^{-ts#3rN®^5^M7^^fT OSI m TCP/IP tIM;^m^i^ 

m^mm ' Mnj^^^zM^if&iMi^ft^M 124 mi&nmmm 

m^i'^m^mm^uif^mnmmm^ 122 
124 ;^rHiffifpri^^ " wwimum 7 ^ 8 > ^f^Ji# 70 
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i ^ ^mttm ( y\ ) 

7 @ ' ^ftil# 70 1115^5^- winsock API 128 - M^/^S5^ 

^mmu^ 122 winsock ift^mzm ° n s iohtk:^— 
mmmij^ > ^^^^f-ts^ 70 {151115^5^^ winsock ' 
^ii^ winsock ^^mi^siftmnmmmm^ 122 ja^f-tn^ 

92 ^mmm 124 ^r^^ - 36j.^gi^5imRTE^^/^M^ffiM 

winsock fl^M^^MP^ ° 

ip^pii 8 mit ' ^f-ts# 70 '^Mmmm.^^mmxm 
^is^nrnmrnm 124 ;^ifm^MM6^:t^Biigc:^i]p^^f^ 
»$Di^ ' m^mmm^m^^i'^miiiM^mnmm 124 » 

m&n^mm^muT > mmmmi-tmm 70 g^fsMM^ ri 

mixmmmm. 10 ^^^-mmmms. -mmmm 
m 132 ^ -^mmmm. 134 ^ - dns tiia 135 > -m^^m 

mmm. m ^ -pim^^tiii uo ^ -^.issgi^iiii 142 > 

nmmum 2 m 3 m^s^pmmmmmmmm±^mmm 
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^^msma^ winsock api pti ° ^s^fitiii 130 ^1^}^^ 

^mmij^m^ ' mmmz winsock oif Rr:^^ftii# 70 

mmmmmm 132 ^«ft qos - mnm 

m^m^^u " m%immmmm 132 "^m^mm^mixm 

Qos o ^mmmmm^^mm^-w^m^mmyKm 
' ^^RT'^^^M^ig > «3^iiM» ^ mm ^ ^mmmn 

mmm^mmm 132 Riif ^^-^#f@{?^fj . mi^j^m 

' mm^mm^^n^mn^^m^^i^m • ^aii^tiia 130 
-^mmmrn ' M^^isigs^fi^ii 132 ^ipiif #f@^3^5^ 

. np=i^^^^mmmz qos #i^^n 
sii^^^^ ° mmniit ' ^fg^^$ii^i,^ 132 njg^td^fef^ 

mf^ymnumm • sp^n^^Miff^y 132a » w-it^^s^i 
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^p^z^m^m ' ^is^e^ifjtiifi 132 #it»mw5^^# 

100 KBps ^ m^mifmmn^m^mmm 
1 ms ' wi^^i^^mmp^mifm^miiimmmmAm m 

bits 0 ^^'&^WIt««3^;^f5f^iJ6^^ltt^^lIij? RT^^m 
irn ' Qil^ Q2 ' mWff » jg$n Qi ^m9cm 

Q2 6i]Mf^ ' 10 Qi "^mmitnthmi^m^mmzmm 

66.66% o M Q2 1^ Jl ^ m ^ @3 M 4 6<] 

33.33% o ^$n^^5tiii/f :^;fg^ , ^#{lRjjl;fcPmBU# 

mm^mm±zmmmmm&i} 50% ° 
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132b i^±Mtits^^ ' i^^'^mm^m^m&^iimiiim^ 
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5- ^ ^^mnm (>n 

mTmm^-mmmmMmi^^ - mm^%m^^ 132 
#?^tis@ii^^i(^6<j5iii^@Asf ' mmw%mm 132 gp^n 

mmm • j^^Ms^itfti^^iis^ = mmmm%mm. 132 
144 ' mmMm^mm « 5{5#ifj^^ft^Mitift:2^#0^^ 



^^.m^^iiffl tag (CNS)A4 (210 X 297 '/^^ ) 



A7 
B7 



IT Am ' M^^^J^^ftfefi^^ij^i^S ^ [nlli^ftmtt^ 

m^m^mm 134 nrmit^^fifef-ts^tiffissj ' m 

' m^mmmm m -^^]^mnmmM^'j}:mm^ 106 ( 
$PKI 5 la 13 - 16 m^) ' ^ii:bis^^Mf^s##i$[ " mm. 
mmmm 134 iiiRrf^:^-'2^ifeiii$iia,^ft^i^6^^#^ . 

fiu^^iji ' mmm^mm 134 #iiMwisj^^^iHiM^ ^ 
DNS iHjig^ > r^^ii^ ^ ^ mmRM^mmm^im 

#1111 134 ^m^^mmmAmmmmit ' iHisf rj^^^ 

m DNS iiM 136 -^mm^^mmmmmmzm^iiitm 
m^ixmm ' ^ DNS mm i36 Ri^jg- dns mmm^m^ 
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mf^^mmmm^m^ dns fisg^iifT^^ « m^^se^^ 
Kixm^nmmummi^m^^n^^^ dns iHisg^j.^iii. 

^ DNS ^11 136 ^-^^m^^m^Mmmmmmmm 

134 ^>$:^feif ° m'^m^'^n:$^mmiu&.mm 

DNS mmm^^mmm - ith^ > m^mm > ^ dns 
136 '^mmmi:^mmm^ n m^'M.m ' itmitmm^^m 
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wi^m^^m IP ^i^^^auggiifTMfi - 

140 ' ^^mmmmm^mmmwmmm 

^ DNS ^M^iPJjm ^ ^^!li£^l^i^:>lS^f&-^l46!J»je^!i^ 

" m^mmmmiff'^m-' api ^^^n^i^^fT^^ . j^^is 

5i#%Bi 10 - 12 ' "^m-Pmmmmm 11 r^vj 
m " nmm 10 mit » mm'^^^-mmmm m > -n 
mmmmmm - dns fusggiiij^iiii 154^ -mm 
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mmmmm lee^-mmmmm. m ^ -mM^i^ifi^mm no 
m,nm%mmm%^ i6o '^m^mmixm.mmmymm 
' ^is^iiifi 160 ^m^Mw\mt^mixm^mM%mm. 

mmmmm^mixmm » mwmmxmmmmi2.m9tm 
ixmmmm^^mm. cb - tf0j^^{-^ii#nj^^^;^^iE 

mm^m - mwmmm, ^ ^wm'^ - ^^^^ ^ ^mm ^ 
gs^]^ ^ ' URL > Bmm^ ^ m^^m ^ m^xum 
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$Pitb ' ip$PMMm^ft ' tu^mnn^m a ±a^#E^fM^^ 
m A B M:^i^mmm^^m9bm ° ^o^i^jp^;^ 

m. VB" mn^%m-mmmn^mmm^m,mm% ab' 
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^«3^^^®^ffi " ]fummmm i6o -^ij-m^mmm^ttm 
m^^^mn cb ^ m.mzmM. ab mMm.mzm'M. mm 

° mmm-mmm ' cb mm-mmm^mmzmmmm 
^mnm. > ab ^^T0.;fc:^^Mffi;^s;^^m» ' m cb io 

^mmM UB fD^iB^m AB ^ mnm^^ 

nwc^^mn cb «■ mtiu > #i^^w^#fij^7{£5^^i^i^§p 
CB mmmmmmm^ti^m,mm^u ^ m^m^mm^ 

' n^^nmumm^^m^^mmmm ab ^iis 
m^mm^m cb » si^ ab m ub nj^^ cb ^ ♦ ^ji^ 
ub -^mmmmm^wtmmn ab > am^s^i-^s 

^ AB m UB ' mmfmmm^mmii^ • ^^i^ipr^B^- 

" $nitb ' fgi^ti^m 160 '^m^j^^tmis.^pmm^nmm 
ee^iBB ' ^jth ' mm^i^mm^\^mmm%mm^u ub 

m&nm.mmnm. ab " ^^w^^mm^^mnmmm'j^^ 

IBB ' -®5omw6<j7^ffliBfi ' ^^^^^ . mBmmi& 
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^fsi^iiifi 160 ^^^^^nmnmmm^mm > 

ffl iiA > HB > lie fp uD m^^^^-^mi^imi'^mmm 
mm 160 l&Stti5H^M5::^^6UlB^!l » ffl UA ssft-ii 

fi^ ' mistmmmmm. m -^i^^m^mmmmmm ab 
6^^^TiifTiiM ° m^t ' ip$p#,^ S4 m sio ' $Dmmw 
^gtiBMm AB u^mum^^k ° a@^r5a#@^^j^H 

' $aWfijnjf^:g^S AB < CB MR UB = AB ' 10 

aibf^ii#6^iBS:^j^#^jpi,:^ii^ . mmpm S6 ^ sio 

S^6^iBH» AB CB ' iP^^#i3fi/>5^ 

;^M-MI9fUffi* UB #iS5^^^5^mfi#;^igfi» AB ' 
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i ^ ^^mtm ( ^> ) 

mmm ab - nutuPm S8 ^mif^ - i«{-tii^;^i5B ab 
iiiif fifj^^ S4 ^ S6 |H S8 o mm^m ' m~m^m^m 

Hlif^{4^S43^-^^f@^f^^t£ : (1) AB.o.a, > CB.o., ; (2) 

mnm^ixm^ -^ab < cb k ub=ab; o) mnan 

ixmm ' ^ UB < AB o M$Dm##i%^^tz: ' IlJM-fiM 

mmmm ab m^^mm ° - ig^iiii i6o 

m iiB ^mmnmmmi'^m ' &.mummmm ab 
^mmr-mm^mm^mmM « ^a^,^ sis m > is^ii 

Ifi 160 e^^Bii-5iS9P36lJiBS* AB lifn^ii§TT-5l 

m^^mmm - bp ab.ou, > cb.cu, = ^smsit r5fiT ' wmM 

m&^^w,mm ab ° nm^m s2o S22 nj^ > 

Ifi 160 Rl:^i$^^m5feM^I^^[Hi#i^^MmfW7Kip{£j^gt 

mmzixmm^mmm » sp^#^fts^Mw « ub < ab 
mm " ^pm s2o m « ^ig^fiifit5fe#^^^^Wf${Ri 
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mm^ixmrn ■> m^P^ S22 ^ > *i^^:^^gi^6^iisf^ 

-^g^5i^%l^{£MMSeBfi AB.ou.o iP$D#.i^ S24 ' g 
f-tS#^-#%^^5Ii^M>^:&^^^^M CB 6<JiBg AB ' 

IP AB > CB ° mmm^^ S22 ' ^^m^mm% - i^^^ie 

Hi^^MfS, ' S24 MSJiW^tJiBBtllltmmT- 

iiispg^ii 'm'M.w^^ J ^m.%f^xw^m » sp$d^-^ s26 

' Rl#ifT5^^J^ S22 M S24 m^fT;^M^^ft^ ' -E 
iWlilBH AB.ou./jN5^^#|f^T-5ll96<j|iRlffl^m CB.o.a. 

m 11c mm~mmi]wm^^mmm%mm.^i5m » 

$n##ffl llA miiilft ' Scj^ftfj^fifpff^^^ ' ^ AB < CB 

1. UB=AB ' mmn^mmixmmnum. ab m=fmm » a 
, ®if ^#a:im^s#^ S40 mir^# » mtfM^f-tii#ii 

Mfl^s^ia iiB n^P^ S20 isi S22 ' n9b^mm^mmn 

^=f^XW^W{mW^m S42 la S44) " W^R.i'^ ' 

B^mT^ffiMM ' fj^isi^^ifi 160 -^mm^w'^^m^M 
^M:mmm.m ab i^5t^#g^fs^f5^ cb i^iXM^^mm. 

» ' iP$n^,^ S46 m^ft ° S44 ^ S46 M^/r^M^ 
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m^u^mmmnmm ab mm.m^^ cb mmmi^mm^m 

mm ^ m^tmmm ^ nm^pt^m^mmm > mmni^n 

ffl iiD mm~mm&.mmmm^mm%^mmi5m ^ 
S60 ^ ' 5ie^^s^iss ab M*^^s#{®ft 
s#iipi^:A{i!ffl ' fip UB < AB ' mn^{p-~mixmmum ° 
ip$n#^ii iiA^ iiB m lie mjS2it^Mi£i^iiMf^^ ' 

iiD 6^^,^ S64 m ' $pwis^^ii#t^^jiM = 

^mm ' gp$nii iib m^ft ' ^s^tiip^^if ^n^^rn^ 
ftwti#{£ig6i]iBe*;^f-^s#6^iBK» ' umm lie m 

MMZixmrn^mmm. ' ip ub=ab % » SMif^iisf-t 
ii#^@Biii3e» ab ^mmMmm » ip ab > cb m " w 
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m 64 KBps (AB) ' m.R\Bimmm-mm&^^i}mmum ei 
KBps (UB)- mmmmm m mm'^^mmm^i^m^^i^^m 

fTMEi5B|5|it»ft^ o mm:t ' #^$Dffl iia - iiD m 

fslMllilljm^M 162 ^ DNS 164 ^ f^^il 

^ffJjmilM 166 la^s^^M 168 

m^Aimmm^m » ^^^^igRi^-fHiM^ ^ dns nm^ 
^ ^ r^i^^ ^ ^ mmmnm - sioo m 
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i ^ ^mtm ( ^1 ) 

^Pm S102 m ' iB^^B^fflgi5?r«^^^^#isii: 

mm~ixmm • los^iif^^j^Mffitiii i38 pjrmmmm 9) 
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